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Discussion

We'll conclude with some basic advice for programmens
to use cryptography in their software. Rather than tryimg
own crypto functions, keep in mind it’s best to use s
braries. Libraries are good for you—there are many waysas
tems can fail, and experts have thought about deferime
many potential attacks. Don’t be a cowboy programmmes—

libraries.

Links

[ Signal is a secure messaging app for mobile |
https://whispersystems.org/

[ Public-key cryptography general concepts ] 4
https://en.wikipedia. org/wiki/Public-key_cryptogzas

Exercises

E7.14 Alice wants to send the message 7 = 0110 1000 0138 | “
Bob. They have pre-shared the secret key k = 1010 0111 oo _
Compute the ciphertext ¢ = Enc(i#, k) = 77 @k that Alice wil -
Bob. Verify that Bob will obtain the correct message after decms

7.10 Error-correcting codes

The raw information-carrying capacity of a DVD is roughly 5
which is about 20% more than the 4.7GB of data that your comgs
will let you write to it. Why this overhead? Are DVD manufas .
trying to cheat you? Actually, they’re looking out for you: S
space is required for the error-correcting code that is applied &=
data before writing it to the disk. Without the error-correcting o
even the tiniest scratch on the surface of the disk would ma
disk unreadable, destroying your precious data. In this section
learn how error-correcting codes work.

Error-correcting codes play an essential part in the sum
the transmission, and the processing of digital information
the slightest change to a computer program will make it crs -
computer programs simply don'’t like it when you fiddle with &
bits. Crashing was the norm back in the 1940s as illustrated by
quote:

“Two weekends in a row I came in and found that all my stuff had been
dumped and nothing was done. I was really annoyed because [ wantes
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those answers and two weekends had been lost. And so I said, Dammit,
B ] if the machine can detect an error, why can’t it locate the position of
whb ; the error and correct it?” —Richard Hamming

Sichard Hamming was a researcher at Bell in the 1940s. He ran into
=e problem of digital data corruption, and decided to do some-
“uing to fix it. As a solution, he figured out a clever way to en-
. @ade k bits of information into 7 bits of storage, such that it’s pos-
- sble to recover the information even if some errors occurred on the
sorage medium. An error-correcting code is a mathematical strategy
| r defending against erasures and errors. Hamming’s invention of
| sor-correcting codes became a prerequisite for the modern age of
smputing—after all, reliable computation is much more useful than
‘ameeliable computation.

=fnitions

#eor-correcting code is a prescription for encoding binary informa-
Recall that bits are elements of the binary field, F; = {0,1}. A
Bsiming of length 7 is an n-dimensional vector of bits 7 & {0,1}". For
mple, 0010 is a bitstring of length 4.
W& use several parameters to characterize error-correcting codes:

| » & the size, or length, of the messages for the code.
"= T = {0,1}*: a message. Any bitstring of length k is a valid mes-

= the size of the codewords in the code.
= = {0,1}": the codeword that corresponds to message ¥;.
& oode consists of 2K codewords {C1,Ca, ...}, one for each of the
§ pussible messages {X1, X, . . 3
® & =5 ): the Hamming distance between codewords ¢; and &
b %8 n.k,d) code is a procedure for encoding messages into
f Sdewords; Enc : {0,1}F — {0,1}", which guarantees the mini-
‘Wi distance between any two codewords is at least d.

mwing distance between two bitstrings ¥, 7 € {0,1}" counts the
2its where the two bitstrings differ:

4
3 o

{ 0 ifx; =1y,

2 d(xi,y;), where O(x;,y;) = 1 ifx; #y;.

=1
i, the Hamming distance between two bitstrings measures
AN

umber of substitutions required to transform one bit-
# &= other. For example, the Hamming distance between
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codewords ¢; = 0010 and & = 0101 is d(c1,8,) = 3, because it
three substitutions (also called bit flips) to convert ¢ to & orw
versa. !

An (n,k,d) code is defined by a function Enc : {0,1}f — a3
that encodes messages #; € {0, 1}¥ into codewords e {01}
ally the encoding procedure Enc is paired with a decoding
dure, Dec : {0,1}" — {0,1}*, which recovers messages from (p
bly corrupted) codewords.

¢

¥ —>|Enc > { —————> ¢/ —| Dec
€ {0, 1} €{01)" {01}

Figure 7.14: An error-correcting scheme using the encoding function
and the decoding function Dec to protect against the effect of noise (dems ‘
#). Each message ¥ is encoded into a codeword 7. The codeword € is tzam
mitted through a noisy channel that can corrupt the codeword by transs :
ing it into another bitstring ¢’. The decoding function Dec looks for 2 vail
codeword € that is close in Hamming distance to &’. If the protocol is =
cessful, the decoded message will match the transmitted message ¥’ = &
despite the noise (4).

Linear codes

A code is linear if its encoding function Enc is a linear transformatiom
Enc(¥; + ¥;) = Enc(¥;) + Enc(¥;), for all messages ¥;, X;.

An (n,k,d) linear code encodes k-bit messages into #n-bit codeworss
with minimum inter-codeword distance d. Linear codes are infes
esting because their encoding function Enc can be implemented 2=
a matrix multiplication. We use the following terms when defining ¥
linear codes as matrices:

o GeF the generating matrix of the code. Each codeword =
is produced by multiplying the message X; by G from the righs

Enc(fi) = Ez = 7_C'1'G.

* R(G): the row space of the generator matrix is called the cods
space. We say a codeword ¢ is valid if ¢ € R(G), which means
there exists some message ¥ € {0, 1}"' such that XG = .

e He ]Fén_k)xnz the parity check matrix of the code. The syndrome
vector § of any bitstring ¢’ is obtained by multiplying &' by &
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from the left:
§=He'T.

If &’ is a valid codeword (no error occurred), thens = 0. If§ #
0, we know an error has occurred. The syndrome information
helps us correct the error.

¢ can understand linear codes in terms of the input and output
wes of the encoding function Enc(¥) = ¥G. Left multiplication of
=¥ 2 k-dimensional row vector produces a linear combination of
ows of G. Thus, the set of all possible codewords (called the code
@) corresponds to the row space of G.
. Ewery vector in the null space of G is orthogonal to every code-
Waes 5. We can construct a parity-check matrix H by choosing any
s for the null space for G. We call H the orthogonal complement
= which means V(G) = R(H). Alternately, we can say the space
¥ »dimensional bitstrings decomposes into orthogonal subspaces
W vz0id and invalid codewords: F} = R(G)® R(H). We know
& — 0 for all valid codewords ¢. Furthermore, the syndrome ob-
med by multiplying an invalid codeword ¢’ with the parity check
x5 = HC'T can help us characterize the error that occurred, and
et it.

ding theory

general idea behind error-correcting codes is to choose the 2F

Mewords so they are placed far apart from each other in the space

" If a code has minimum distance d > 2 between codewords,

B Shis code is robust to one-bit errors. To understand why, imag-

B & Subble of radius one (in Hamming distance) around each code-

When a one-bit error occurs, a codeword will be displaced

® IS position, but it will remain within the bubble of radius one.

@er words, if a one-bit error occurs, we can still find the correct

word by looking for the closest valid codeword. See Figure 7.15

= dlustration of a set of codewords that are d > 2 distance apart.

tring that falls within one of the bubbles will be decoded as

"Sadeword at the centre of the bubble. We cannot guarantee this
“mg procedure will succeed if more than one errors occur.

tion1 An (n,k,d)-code can correct up to [%J errors.

B Seeztion |x| describes the floor function, which computes the

st nteger value smaller than x. For example, |2] = 2 and [%J =
® = L We can visualize Observation 1 using Figure 7.15 by imag-
% e radius of each bubble is [% ] instead of 1.
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Figure 7.15: The rectangular region represents the space of binary ==
of length n. Each codeword ¢; is denoted with a black dot. A “&us
of Hamming distance one around each codeword is shown. Obsers
the distance between any two codewords is greater than two (d > =
Observation 1, we know this code can correct any one-bit error ([% | >0

Repetition code

The simplest possible error-correcting code is the repetition
which protects information by recoding multiple copies of each mes
sage bit. For instance, we can construct a (3,1,3) code by repeas
each message bit three times. The encoding procedure Enc is def

as follows:

Enc(0) = 000 = ¢p, Enc(1) = 111 = ¢c7.

Three bit flips are required to change the codeword ¢ into the cod :
word ¢7, and vice versa. The Hamming distance between the cod
words of this repetition code is d = 3.

Encoding a string of messages x1x,x3 = 010 results in a string &
codewords 000111000. We can apply the “majority vote” decodime
strategy using the following decoding function Dec, defined by

Dec(000) = 0, Dec(100) = 0, Dec(010) = 0, Dec(001) = 0,
Dec(111) = 1, Dec(011) = 1, Dec(101) = 1, Dec(110) = 1.

Observe that any one-bit error is corrected. For example, the message -
x = 0 is encoded as the codeword ¢ = 000. If an error occurs on the
first bit during transmission, the received codeword will be &’ = 108
and majority-vote decoding will correctly output x = 0. Since d > 2
for this repetition code, the code can correct all one-bit errors. ‘

The Hamming code

The (7,4,3) Hamming code is a linear code that encodes four-bit mes-
sages into seven-bit codewords with minimum Hamming distance
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| 98 d = 3 between any two codewords. The generator matrix for the

Hamming code is

0

Note that other possibilities for the matrix G exist. Any permutation

8 She columns and rows of the matrix will be a generator matrix for a

.4, 3) Hamming code. We have chosen this particular G because of

e useful structure in its parity-check matrix H, which we’ll discuss
y.

LD ing

Znow look at how the generating matrix is used to encode four-

I messages into seven-bit codewords. Recall that all arithmetic op-

j =ons are performed in the finite field F,. The message (0,0,0,1)
#=coded as the codeword

(0,0,0,1)G = (0,0,0,0,1,1,1),

iarly (0,0,1, 0) is encoded into (0,0,1,00G = (0,0,1,1,0,0, 1).

" consider the message (0,0,1,1), which is a linear combination

messages (0,0,1,0) and (0,0,0,1). To obtain the codeword for

B message, we can multiply it with G as usual to find (0,0,1, )G =

= 11.1,1,0). Another approach is to use the linearity of the code

$ 224 the codewords for the messages (0,0,1,0) and (0,0,0,1):
$5.1.0,0,1)+(0,0,0,0,1,1,1) = (0,0,1,1,1,1,0),

ng with error correction

wmimum distance for this Hamming code is d = 3, which
B = can correct one-bit errors. In this section, we’ll look at
#xamples of bit-flip errors that can occur, and discuss the de-
srocedure we can follow to extract messages—even from a
wed codeword 7.
marity-check matrix for the (7,4,3) Hamming code is

£ 1% T 00D
H=|1100 1 1 ol
i 0T84 4.

e is the orthogonal complement of the generating ma-
v‘ swery valid codeword ¢ is in the row space of G, since ¢ = ¥G
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for some message X. Since the rows of H are orthogonal to & &

product of H with any valid codeword will be zero: HeT =&
On the other hand, if the codeword ¢’ contains an error,

tiplying it with H will produce a nonzero syndrome vector s

He'T =5#0.

The decoding procedure Dec uses the information in the syms
vector 5 to correct the error. In general, the decoding fun ‘
be a complex procedure that involves § and ¢’. In the case
Hamming code, the decoding procedure is very simple becauss
syndrome vector 3 € {0, 1} contains the binary representation &
location where the bit-flip error occurred. Let’s look at an exz
to illustrate how error correction works.

Example Suppose we send the message ¥ = (0,0,1,1) encodess
the codeword ¢ = (0,0,1,1,1,1,0). If an error on the last bit ous
in transit, the received codeword will be ¢’ = (0,0,1,1,1,1,1).
puting the syndrome for ¢’, we obtain

The syndrome vector § = (0,0,1) corresponds to the binary st
001, which is the number one. Note we count bits from right to =&
when interpreting the syndrome of an error: bit one is the mz
most bit of the codeword, bit two is the second to last, and so ==
This syndrome 001 tells us the location of the error is on bit one &
the codeword, which is the rightmost bit. After correcting the e
ror by flipping the rightmost bit, we obtain the correct codewass
¢ = (0,0,1,1,1,1,0), which decodes to the message ¥ = (0,0,1.%
that was sent.

Let’s check the error-correcting ability of the Hamming code wits
another single-bit error. If a bit-flip error occurs on bit four (counting -
from the right), the received codeword will be ¢” = (0,0,1,0,1, 1,8
The syndrome for ¢” is HZ”T = (1,0,0), which corresponds to the
number four when interpreted in binary. Again, we're able to obtai=
the position where the error has occurred from the syndrome.

The fact that the syndrome tells us where the error has occurred =
not a coincidence, but a consequence of deliberate construction of the
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‘thogonal to R(G), ¢

zero: HeT — ¢

Ins an €rror, then myl . )

‘ome vector - #_ { c if no error occurs
c+e;

patrices G and H of the Hamming code. Let’s analyze the possible
w=ceived codewords ¢/, when the transmitted codeword is 7’:

if bit-flip error occurs in position 7,

"Sere ¢ is a vector that contains a single one in position i. Indeed a
ion in the syndroma®= fip in the it" position is the same ag adding one in that position,
'roding function cant #mce we're working in the finite field F,.

the case of the In the case when no error occurs, the syndrome will be zero HZ —
simple because thal Secause H is defined as the orthogonal complement of the code
€Presentation of ace (the row space of G). In the case when a single error occurs,
look at an €xample® = syndrome calculation only depends on the error:

S=HI"=H(@E+e)T = He He; = He.

#ou look carefully at the structure in the parity-check matrix H,
sl see its columns contain the binary encoding of the numbers
Sween seven and one. With this clever construction of the matrix
= we're able to obtain a syndrome that te
“on of where an error has occurred.

0,1,1) encoded =
the last bit occuns

)’ 1/ 1/ 1/ 1/ 1) CO

lIs us the binary represen-

0 “iscussion
= 10]. _1 soughout this section, we referred to “the” (7,4, 3) Hamming code,
1

® i fact there exists much freedom when definin
%= with these dimensions. For example, we're free
utation of the columns of the generator matrix G and the parity
#k matrix H, and the resulting code will have the same properties
e (7,4,3) Hamming code discussed in this section.
The term Hamming code actually applies to a whole family of lin-
codes. For any 7 > 2, there exists a (21—1,2"—r—1, 3) Hamming
M= that has similar structure and properties as the Hamming (7,4, 3)

g a Hamming
to perform any

he binary Strm
rom rigl{t 0 o
ne is the riche
last, and so g

P on bit Oney The ability to “read” the location of the error directly from the
Tecting the “rome is truly a marvellous mathematica] construction particu-
Tect codewm

5 the Hamming code. Other types of error-

- correcting codes that
* = (008 the error from the syndrome vector § may require more compli-
: : e procedures.

;mg Coge : | Mote that all Hamming codes have minimum distance d = 3,
our (coumg 5 means they allow us to correct [% | = 1 bit errors. Ham-
0,1,0,1.3 : £ codes are therefore not appropriate for use with communica-
SPonds & B hannels on which multi-bit errors are likely to occur. There ex-
able to o “er code families, like the Reed—Muller codes and Reed—Solomon
Irome % which can be used in noisier scenarios. For example, Reed-
S OCCur

#mon codes are used by NASA for deep

-Space communications
- or error correction on DVDs.

uction g
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Error-detecting codes

Another approach for dealing with errors is to focus on des
errors, rather than trying to correct them. Error-detecting cos
the parity-check code, are used in scenarios where it is possitie
transmit messages. If the receiver detects a transmission e
occurred, she can ask the sender to retransmit the corrups=
sage. The receiver will be like, “Yo, Sender, 1 got your messas
its parity was odd, so I know there was an error and I want
send that message again.” Error detection and retransmissios &
internet protocols work (TCP/1P). ‘
The parity-check code is a simple example of an error-dess
code. The parity of a bitstring describes whether the numbes
in the string is odd or even. The bitstring 0010 has odd parity
the bitstring 1100 has even parity. We can compute the parity @
bitstring by taking the sum of its bits—the sum being performs
the finite field FF,. ‘
A simple (k + 1,k,2) parity-check code is created by appes
a single bit p (the parity bit) to the end of every message to i
the parity of the message bitstring x1x; - - - x;.. We append p = ©
message has odd parity, and p = 0 if the message has even g
The resultant message-plus-parity-check bitstring ¢ = x;x3
will always have even parity. :
If a single bit-flip error occurs during transmission, the recss
codeword ¢’ will have odd parity, which tells us the message &
has been affected by noise. More advanced error-detecting schems
can detect multiple errors, at the cost of appending more p
check bits at the end of messages.

Links

[ The Hamming distance between bitstrings ]
https://en.wikipedia. org/wiki/Hamming_distance

[ More examples of linear codes on Wikipedia ]
https://en.wikipedia. org/wiki/Linear_code
https://en.wikipedia. org/wiki/Hamming_code
https://en.wikipedia. org/wiki/Reed-Muller_code

Exercises

E7.15 Find the codeword ¢ that corresponds to the message & =
(1,0,1,1) for the (7, 4,3) Hamming code, which has the generzmm
matrix G as given on page 417. "

E7.16 Construct the (5,4,2) parity check code’s encoding matrix &






